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Joe Gallagher: Welcome everybody. This is Advanced UK. It's our podcast and it's the first of 

our special podcasts around the theme of security. We're going to be covering a 

number of different topics in the coming weeks and I'm delighted today to be 

joined by Steven Reynolds from Libraesva. Welcome Steven. 

Steven Reynolds: Thank you. 

Joe Gallagher: Steven is a specialist in the field of email security, which is the key topic of 

discussion today. Just a bit of background before we move into the conversation 

with Steven. Clear off the back of COVID, we've seen a significant increase in the 

amount of cyber threats and these are coming at organizations and businesses, 

charities, schools in different ways. According to MimeCast, a staggering 96% of 

companies were targeted with email related phishing attempts, 75% attacked 

by ransomware and that's global. So it's really, really growing. An email is seen 

as a very vulnerable point of entry to start that ransomware attack. 

 So unfortunately we've seen the pandemic, one of the impacts of that and 

clearly working from home, remote working, we've seen an increase in cyber 

threats and the ransomware attacks that follow on from a lot of those 

companies. Unfortunately some are unprepared and we've seen vulnerabilities 

exposed in SMEs, in charities and schools. We've also seen a significant rise in 

ransomware starting from email. Now we're building a lot of collateral on our 

website, various white papers. 

 There's one in fact on email threat protection, which you can download off our 

website. We're finding in our dialogue with our clients and prospective clients, 

that some people have just got nothing as a defense. We're seeing some people 

that are relying on products from could be Google or Microsoft and using 

defense from email within their solutions. Then some have chosen to work with 

some other brands, either directly or with their local IT company or managed 

services provider with really a mixed experience ranging from could be time to 

implement an onboard, it could be the commercial modeling or indeed it could 

be that service delivery or in some cases, the disruption it gives them to their 

business. 

 I think underlying all of this, certainly from my experience and talking to people, 

that not one software solution is going to provide you with a 100% defense and 

clearly we must not underestimate the impact the human being has in how and 

training around cyber. I think with Steven, we'll find some time to talk about 

that in more depth. The impact of businesses, who experience cyber intrusion 

and ransomware, is huge. It's not just about cost, but the disruption to business. 

Can you just imagine the impact on PR and reputation if it's disclosed that you 

have had an attack and clearly customers, your customers are impacted with a 

disruption in service, basically you just may not even be able to communicate 

with them. We know with email, email is now the single biggest communication 

portal that we use in business. 
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 So that was just a brief background from an introduction point of view. I'd just 

like to sort of welcome Steven again. Today will be about half an hour with you. 

Appreciate your time in listening to us today. So Steven, just really, I sort of 

mentioned why email is so prevalent, it's an ideal attack for modern day cyber 

securities. Is there anything that you could just elaborate more on in that area? 

Steven Reynolds: Yeah, definitely. I think you listed one of them, which was the availability of 

email. Almost every business uses email to communicate in some way, on a 

daily basis. So everyone's accessible from anywhere, anytime. The availability of 

that is one aspect. You've obviously got a lot of choice as well with email. You 

could be through documents, through links, through third party applications 

that can also tie in with email as well. Got a lot of choice with how to deliver the 

attacks themselves. So I think just a last, any hack cross panel worth assault has 

a 365 account or a Google account and is working day in, day out to obviously 

find vulnerabilities and ways around that platform. I think if you do look at the 

FBI top 10 crime report from the internet crime report last year, nine of the top 

10 tax used email. 

Joe Gallagher: Nine out of 10. Staggering, isn't it? 

Steven Reynolds: It is. 

Joe Gallagher: I think it's your point around hackers and spammers worth this. So I would 

imagine these guys are very sophisticated in working ahead of software 

products and they're trying to predict what's happening next year. What I really 

underestimated, was the sort of microsecond that they can work on with 

respect to this in finding access through fishing and various passwords. I mean, 

are there any external factors, Steven, that are really not helping us with this 

war on cyber and indeed could potentially be helping attackers? 

Steven Reynolds: Probably the biggest is culturally and socially in terms of how we work. When 

you look at digital transformation and how, COVID again, you mentioned earlier 

as a good example, we've raced from being very much in the corporate network 

in a building, to all of a sudden our employees are spread throughout the 

country and on potentially their own devices or using not necessarily the 

corporate lockdown device either. 

 So certainly the digital transformation aspects. One thing that there are 

obviously the big game hunters that are going out after the larger organizations 

and trying to compromise them, very lucrative and they're still out there doing 

that. But majority of these cyber criminals are actually turning their attacks to 

smaller organizations, just based on the fact that they're going to have a lot less 

security, a lot less resource and they will ransack you while they're there as well. 

The demographic of how their targeting organizations has changed as well. So if 

I was going to attack a bank, I would hopefully potentially target a much smaller 

entity that may even be white listed or have controls that could be navigated 

based on the familiarity of that email or that user. Yeah. 
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Joe Gallagher: I know talking to a lot of SME, sometimes coming back to your point around the 

challenge to implement, you need the balance of, it's not just about money. You 

need time to do the research and of course you need then the knowledge of 

how you go about and of course then we've got the training. So there's a 

number of factors involved. I don't think it's just as easy just to pick something 

off a shelf and implement it. 

 Then I think when you're looking at my point earlier around human being errors, 

that if we're working from home, people do make mistakes and something as 

simple as sending an email to the wrong person could be an impact on GDPR, 

but just pressing an open, opening an email with it, really you might be 

distracted, it could be the postman arriving, Amazon, kids running around, we're 

all sort working very differently. So I think those distractions are really making 

an impact as well on that human being element of mistakes. So yeah. Steven, 

with trends that you've seen with organizations in the last few years with email, 

anything that you've sort of picked up? I know this is a subject matter that you, 

Monday to Friday, are very much focused on. What sort of trends are you seeing 

at the moment? 

Steven Reynolds: There's two major trends, I think. One is that if you cast your eye back a year, 

two, three years, organizations had raced to the adoption of Microsoft 365 and 

many of those organizations at one stage did adopt and have a kind of third 

party anti-spam solution of some sort in play. When they moved to 365, the 

availability of some of their bolt-ons made organizations maybe think 

differently. Everything's now in the cloud. So a lot of them ditch their legacy 

gateways for this kind of new cloud sort of approach. So that's caused a shift in 

businesses and how they're looking at security. Then also, the kind of adoption 

of logistic software, you can't condone the use of Teams, you can't Zoom and all 

these other third party applications and attackers have certainly turned their 

attention away from attaching viruses to the email or phishing links. It's 

leveraging third party applications, legitimate software and hosting them from 

within those sites. So they're too huge. 

Joe Gallagher: I suppose, I don't know what the percentage is, but have you got any idea of 

what percentage of businesses currently use an email security solution? 

Steven Reynolds: I'd be speculating in general, in business worldwide, but Microsoft really to start 

earlier this year that said 35% of Microsoft 365 business users have an email, 

have a dedicated third party gateway and that number's increasing. So I think 

one area that doesn't really do us any favors, as IT administrators, is vendor 

marketing and there's a lot of promises and statements made as part of the 

vendor marketing material, that sometimes don't necessarily pan out that way 

in the real world scenarios. I think organizations really need to understand how 

you're protected specifically, but just having an ad on that says, advanced rep 

protection, doesn't really add, almost has a false sense of security really, doesn't 

it, around how you're protected. 
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Joe Gallagher: Yeah. I think earlier on you mentioned this, you talked about fast pace race to 

Microsoft 365 for all the benefits working remotely, cloud, people working from 

home in the cost of coffee bar and of course with 365, one would imagine some 

people have just embraced the email security proposition within 365. I'm keen 

to hear your sort of thoughts, feelings, feedback on the experience you've had 

with your clients or potential clients when they've got 365. Is that enough for 

most SMEs? 

Steven Reynolds: It's a good baseline for security, there's no doubt about that. It comes to you as 

a blank piece of paper. So first you need a lot of expertise in terms of 

configuring all of the controls and having makes sure the right rules are there, 

all the ransomware types and out the box the solution is not configured in any 

way, shape or form. Almost as soon as you've configured, it's to a certain degree 

out date, because new threats are coming and again, the general IT 

administrator does not have time to be surfing the internet, looking at new 

threats and trends and what rules do we need to implement. Unfortunately we 

have to fall victim to these things most of the time before we understand that, 

that's what we need to do now. So I think it is a good baseline for security. 

 Again, it really comes down to your business. How important is your reputation 

if you are compromised? What is the use of email and the type of emails you are 

storing? If you're an insurance company, storing people's personal data policies, 

credit card numbers, the severity of that is obviously not any less really than any 

other business. You have your own responsibilities as far as what you're 

protecting. So good baseline, but there are various tools out there to sort of 

help you understand the holes and gaps in Microsoft's detection. I think it's 

about security layers here, isn't it? It's got one. 

Joe Gallagher: Yeah. I think our audience today, we're going to find a mixture of business 

owners, we could have chief information security offices, we could have IT 

managers listening, is there anything that we can do collectively to potentially 

avoid a data breach from email in 2022? Is there sort of things that you would 

recommend that people could do? 

Steven Reynolds: Yeah, I think the first thing before you do anything, is to really take stock of 

what you've got. Have a look at the current controls you've got access to. If you 

already have access to Microsoft 365, is that configured and is that enough for 

our business? Also looking at, as I just said before, the use of email in your 

business and does it warrant a multi layered strategy for security? If you're in a 

security firm, not to say security awareness training is less important, but those 

types of users will be more accustomed to dangers of threats and email based 

attacks. So not completely non-technical organization. Matt has a different set 

of user requirements for that, doesn't it? Yeah, there is emailsecuritytest.com 

will share a link, the advanced one, towards the end of this, I'm sure, which can 

help an organization just understand, can I stop the range of different threats 

are out there currently? If you can, low risk is not no risk, but it just helps you 

first understand, can you stop the wide range of attacks out there and where do 

we actually need to bolster? 



 

 

Email Threat Protection with Libraesva 

Transcription 

Page 5 of 10 

 

Joe Gallagher: I think what I mentioned earlier about the challenge for some organizations in 

getting budget, this is a really tough time isn't it? To be going to senior people in 

an organization and saying, listen, we need X, Y, Z to improve our defenses 

around email security and growing challenges around the cost to keep the lights 

on. It's never been higher and it's going to get even worse during the winter 

months. Material costs, logistics, transportation. So businesses are really 

struggling to just keep the business turning over. So these are a company now 

that needs, you mentioned 35% only potentially have an email security 

protection. We know that is growing, but is there any advice you could 

potentially give people, who are seeking budget for email security? Any advice 

that you could give to them? 

Steven Reynolds: Yeah, I mean the test at all is one aspect. Can we stop these 16 different types 

of threats? That's the first thing, but is your business receiving any of those? We 

put a lot of focus on this actually, because much less boards are pro-security 

than maybe we'd hope. So having the evidence to actually justify it, is a 

paramount of importance. We again do that through a free trial of our software. 

At the end of the trial, whether you purchase or not, you get a full breakdown of 

all the threats you're receiving, departments news to being targeted and almost 

a risk posture assessment of your current mail flow. So again, if you're a primary 

school, as an example, and finance isn't even in the building or in the company 

and they received one threat over a 60 day period, do they need to go out and 

employee an enterprise email security platform? Maybe not. So at the trial of 

our software can help you find the evidence essentially or gather the tangible 

evidence to justify the level of protection you need. 

Joe Gallagher: Yeah, I know I mentioned earlier about training and I think with onboarding, we 

know that onboarding new people in COVID, was tough, because they weren't 

coming to the office and having a familiarization, probably some of that 

onboarding training has been reduced or made harder. I'm just sort of 

wondering, how would you go about understanding what degree of staff are 

trained? Is there any sort of tips or thoughts and feelings around how you could 

understand that? 

Steven Reynolds: You could only do that by actually sending in campaigns in a targeted and 

controlled way and being able to report on who is clicking and how many 

submitting deep data into obviously in an ideal situation they'd fall victim to our 

test campaigns, than they would to the real thing. It's so important that users 

are trained. They come hand in hand. You can't have the business receiving 

thousands of threats every day and almost second guessing every email they 

receive. There should be the security in place as the starting point. So there's 

only a handful of ambiguous cases that they deal with potentially on a day or a 

week. Again, running targeted phishing campaigns, un-selling user click rates 

and providing meaningful training, because we've also seen sending users that 

have failed a campaign into a three hour training session with an exam at the 

end doesn't work either. 
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Joe Gallagher: Yeah, I remember when I first got introduced to this subject and they were 

talking about phishing and phishing attacks and they went from phishing and 

they talked about spear fishing and whale fishing and it's really a mind minefield 

of jargon and it's probably behind all that, some very simple things that you can 

do. You don't have to know what the difference is, but actually there's some 

simple things potentially that you could do. I think, am I right to say that human 

being is the first line of defense? Is that fair? Or is it the software? What would 

be your thoughts on that, Steven? 

Steven Reynolds: Yeah, definitely the first line, you've got to expect that threats are going to slip 

through. So as much as we do to limit reduce and mitigate that, you have to 

have the kind of mindset that your users are already receiving these threats and 

pretend that they're already in their mailboxes. So yeah, definitely first line. If 

users are on board with what we're trying to achieve and their role essentially 

within the organization to protect their customer's data and your own, yeah, 

absolutely first line. 

Joe Gallagher: I think there's a potential added benefit to this. I think for companies, if you can 

lift your knowledge for the people, whilst they're at work around things like 

protecting themselves against cyber and email threats, then it has to have a net 

result that it impacts on those same people in their home, in their Hotmail or 

their Gmail account, because you're giving them knowledge to help them from a 

personal point of view. My daughter had  £3,000 pounds taken out through 

scams and stuff like that. So I would imagine all of us have got examples where 

we know somebody, a family member or a close friend, that may have been 

victims in some respect, because again, there's vulnerabilities there, maybe 

different people, not your big hitters that you talked about earlier on, but 

there's still people preying on vulnerable people and those could be us as 

individuals in our home life. 

Steven Reynolds: Definitely. Even the cross contamination. It did just borrow kind of another 

housemate or your partner's laptop that may already be infected. 

Joe Gallagher: Is there anything not related directly to technology that we need to watch out 

for? 

Steven Reynolds: Not related to technology? I guess there's the people processes behind what 

you're doing. So obviously we want to limit phishing and Business Email 

Compromise (BEC) and those types of threats, which aim to extract money from 

our business at the end of the day or information. Let's pretend that someone 

managed to impersonate me, maybe they bought the domain Libraesva without 

the letter ‘i’, and they contacted my finance manager Monday morning, maybe 

even put my signature at the bottom there asking you to pay this invoice 

immediately? If you don't have the people process to phone that supplier, even 

if you trust them and know them, and say, did you actually make this request? 

That's a paramount importance, is the people processes. But also certainly in 

smaller organizations it's easy to give everyone access to certain things, 

certainly even if they don't need it. So you need to look at that as well. Only the 
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people that need access to that system should have access, and everyone else 

shouldn't. So yeah, definitely worth having look at access controls as well as 

processes to follow up these types of requests. 

Joe Gallagher: Excellent. That's good feedback there, Steven. I know in this particular 

marketplace, there is a number of different vendors out there providing sort of 

email security solutions. We'll talk a little bit more later on around some of the 

key things that we should be asking those potential vendors about what their 

solution does. Are there any sort of key differences in the way that these 

solutions are built? 

Steven Reynolds: Yes, there's actually many different ways to approach email security, and just to 

list a few of them out very briefly for those that might be interested in different 

approaches, there is the gateway approach, which essentially all email would 

come to that provider and they only pass clean email to you. There's also in 

mailbox type API platforms, which essentially sit at your mailbox level and 

interrogate the emails as they've come into your mailbox and they're being 

analyzed from that perspective. There are others that don't tie in directly, but 

they also look at things like the language that's used. Is that the way you'd 

normally, if in 10,000 cases I said hey, and in that one case I said, good morning, 

that would may seem as an anomaly to how I'm communicating. So there are 

other solutions out there that look for kind of much deeper level, where I think 

some vendors would argue that one's better than the other, but actually we 

believe they all have a place in a multi layered email strategy. So it just depends 

on the budget you have available and the needs of your organization, really. 

Joe Gallagher: So you're sort of saying that are they competitive or complimentary? You're 

talking about multi-layered there? 

Steven Reynolds: I truly believe they're all complimentary, albeit I'm in a competitive situation to 

a certain degree, but if you don't have the gateway and you are just analyzing 

emails after they've already been received to your user, although they may be 

remediating these emails 10 seconds later, what if I've accessed that email in 

that time? So again, we feel that really they both have a place. Same with some 

organizations believe that they don't need the security tools, because they're 

staff trained and if it's malicious or suspicious, they're going to delete the email, 

but I get Monday morning, can you risk that? So yes, I truly believe that they're 

all complimentary. 

Joe Gallagher: Yeah. Excellent. Thank you. Thanks for that. I think I did mention earlier we were 

going to give people some sort of key things that they could look out for or the 

key is to clarify when you start to look at an email security solution, and this 

might be in the guise of, we're looking for a solution, because we don't have one 

or we're looking to upgrade or indeed just looking at their current solution, just 

to make sure that they're checking, they've got everything they need, maybe it's 

two or three years old. So what would be the sort of key areas that you would 

suggest to our listeners to really focus on when they're going through what 

would potentially be a very complex list of potential requirements? 
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Steven Reynolds: I think if you look at, broadly speaking, majority of vendors have a somewhat 

similar feature set on paper. We did talk about the marketing and some have 

coined their own buzzwords for certain things. If you neutralize all those terms, 

they're all speaking the same language. Most platforms, certainly from an 

enterprise point of view, have very similar feature set, although each of the 

vendors will deliver that feature in a fundamentally different way. So again, it's 

really just, because the vendor says they have document sand boxing, you can't 

put them all into the same box, because yeah, each vendor's got their own 

approach to what sand boxing means. So yeah, you've really got to understand 

how specifically you're protected. In terms of my recommendation really is that, 

your privacy should be of paramount importance and especially when we're 

talking about cloud systems and your data science analyze the cloud, but where 

is that data stored? Where is it hosted? How is the vendor actually securing that 

data themselves? Obviously it should have privacy by design as a minimum. 

Joe Gallagher: Yeah, interesting. I think might be quite nice if give you the opportunity now if 

you were to look at very briefly a sort of summary of Libra in a nutshell, what 

sort of things would you focus on there? 

Steven Reynolds: So in terms of one of the keys, is that we are focused specifically on email. 

We're an army of security engineers and developers, very much specialists in 

email. This is what we do day in, day out. So we're very focused on this 

particular area. In terms of broadly speaking and briefly, obviously you need to 

have the right inbound controls to ensure emails coming in and out of business, 

a scan for all the different types, threats, malicious attachments, URLs and other 

types of threats like that. You also need to ensure that your outbound traffic's 

protected, because obviously if I shoulder surfed you at McDonald's, Joe and I'm 

into your mailbox, the first thing I want to do is that malicious criminal, not 

myself personally, but is send out a million emails maybe to contact list, a 

malicious link or trying to spread other forms of malware. 

 So it's important that those communications outward are also protected with 

the same security. Obviously, we talked about reliance on email, so if email's 

down, then what? So continuity should be a core requirement for you. If 

Microsoft or Exchange or Google goes down, the business doesn't stop working 

and so continuity. We then start talking about how do you communicate 

encrypted contents? So if you're a hospital and you're sending out your list of 

patients to an external company, are you just sending it out by plain text? If it's 

school, your exam results or even the disability records of the students, that 

falls into the wrong hands. There's some deep water there, isn't there? So in a 

nutshell, inbound, outbound filtering, continuity of email, end to an encryption 

to ensure your confidential information is protected, as well as the sort of 

security awareness training piece and ensuring your staff are trained to spot 

threats and react accordingly. 

 Then the last one's really around compliance of email. So part of GDPRs 

requirements that they talk about, you should only be storing data for as long as 

you need it. So if staff have left 20 years ago, why are you still keeping their 
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emails open? There might be a legitimate reason for it, that's fine, but ensuring 

the right retention is really important. Also, many of us have had to deal with 

the subject's access requests and the right for information and they can be quite 

painful processes and if you've missed one email and that disgruntled user's 

asked to be forgotten, you've got the ICO knocking at the door. So yeah, 

ensuring you, but also for most organizations, all your emails stored in 

Microsoft, Microsoft goes down again. Brief summary. 

Joe Gallagher: Yes, I think we've talked a little bit about Microsoft, we've mentioned Google as 

well. From your experience, do you tend to sit alongside and compliment or do 

you normally replace those solutions that are in? How does that normally work 

if people have already got that defense layer within their sort of 365 platform? 

Steven Reynolds: Well, in a situation where we have implemented our solution into an 

organization, using Microsoft, and they may have all of the security from 

Microsoft turned on, we've never turned that off. Again, coming back to the 

layers conversation, there is no disadvantage to having all those still on. So from 

a security standpoint, but again, it's looking at how you are protected 

specifically with Microsoft. There are actually only a few key areas, you have 

some basic anti-spam controls. You have some known signature based detection 

for attachments and a kind of linked sandbox, which is just a white and black, or 

a kind of no malicious check on sites we're already aware of. In terms of the 

security feature that would be unlocked from a labor point of view, would offer 

a far more robust and comprehensive feature set. 

Joe Gallagher: Yeah, so I think it's that complimentary area, to give people that extra strength 

and resilience. I think your point earlier about email security is all that you do. 

So, your research and development (R&D), one would imagine is being pumped 

back into what potentially could be happening next year and beyond, and that's 

not being impacted by other products or solutions that you have, that you're 

trying to integrate them all. I would imagine those are the challenges for those 

large organizations. Certainly, I think before we wrap up, certainly I think, and if 

I miss anything, please add on, but certainly from our experience and one of the 

reasons that Advanced wanted to partner with Libra, where we saw the 

differences from other vendors that we spoke to on the market, I think I 

probably just mentioned, but I'll say again, the 100% focused on email security, 

there's no question looking at the comprehensiveness of the feature set and 

also the visibility and reporting of the email solutions. 

 I think I love the test at all. I think that's fantastic. I think in the day and age 

where people are now struggling to get budget for new things, rather than the 

IT guy or somebody saying, we need this, and then someone saying, well why? 

And it be, well, everybody's got it, they can actually say, well we've actually 

done a penetration testing and we found through 16 attempts, we were 

vulnerable in whatever the number may be. I think that's a real benefit, 

certainly in the boardroom and I think in the boardroom, the topic of security is 

up there at the moment, probably in the top two or three, there's no question, 

because of the impact. I think what I've found and what I love, is the fact that I 
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see it when I'm talking to potential clients, is that we've got, in my opinion, an 

enterprise solution, but you've got an SME price tag, and I think when I met you 

guys some time ago, that is clearly demonstrated by the amount of clients you 

have in the education space, because that is very light on budget in these areas. 

 So you've made it work within education, which clearly fits SME and going into 

mid-market and of course, the all in license, one license with that fixed contract 

price, which helps set budgets. At the moment I've not seen any sort of gotchas 

or legal ransoms, and I think without naming names, I know examples where 

you have to retain the contract beyond that 12 month period software as a 

service, because there's a term in the contract and the exit clause is a so 

laborious. 

 Then I know from talking to a colleague, that when we had another solution, it 

took us about a week to implement that solution. With Libra, it was a matter of 

hours. I think that again, is a challenge with change is that time to go off and do 

something else. So I think the speed of deployment is really, really important, 

because one would imagine without that, you are potentially vulnerable in that 

transition time. So have I missed anything, Steven? 

Steven Reynolds: No, I think you mentioned, well, just to build on the price side of things, I think 

we are frequently told that we have a reasonably costed service. I think it's 

more that over time, as vendors we've had to build all these new features, but 

part of our ethos is that you're subscribed to a service with us, so it's our job to 

protect you. As we've built all these features over time, we haven't just added 

new license costs and new commercial money traps. So it's more that I think 

that the other vendors potentially are a bit bloated in terms of and everything 

to add on. 

Joe Gallagher: Yeah. Well look, I've conscious of time, we talked earlier about sort half an hour. 

I think we've just around that figure now, and this is the first of our podcast 

around security. It may well be we reconvene later in the year, Steven. So thank 

you very much for your time today. More importantly, thanks to everybody 

that's listening. I know you may be out on a 10K run, listening to this podcast 

and running a bit quicker to get back, to get on the phone to somebody. But 

wherever you may be listening, appreciate your time. Don't forget on the 

advanced-uk.com website, there's lots of articles on this topic and downloads to 

enrich your knowledge and help you in the future. Thank you very much for 

your time and look forward to engaging at some point in the future. Thanks 

everybody. 

 


