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INTRODUCTION
PHISHING: IT’S NOT NEW!

Did you know that phishing pre-
dates the internet by a century? 
It has certainly evolved from the 
ubiquitous “Nigerian prince” fraud 
of the late 1990’s and beyond. 

The internet helped the con to 
proliferate, and in due course it 
became known as the “419” scam 
because that’s Nigeria’s country 
code, and the home to a new breed 
of criminal. 

However, phishing isn’t new, 
with its roots traceable through 
literature  to the 19th-century when 
it was referred to as the “Spanish 
Prisoner” swindle, and handwritten 
cons using the same ploys may be 
seen in 18th-century archives.

Even in those early days, the 
scammer posed as a wealthy 
person who needs to get money 
out of their country and asks 

for your help. Many times, the 
fraud relied on contacting the 
friend or acquaintance of a well-
known person, someone known 
to be abroad. Without modern 
telecommunications, there were no 
means of verifying the authenticity 
of the request, and who wouldn’t 
want to help a friend? 

In the 1990s version, the benefactor 
is a Nigerian royal, official, or 
businessman whose fortune 
is threatened by death, war, 
corruption, or political unrest. The 
fraudster merely  requests your 
bank account number for you to 
profit through a share the proceeds. 
Such requests are followed quickly 
by  requests  for a small contribution 
to the (imaginary) transfer fees. 

The fraud became so widespread 
that in the early 2000’s the US FBI 
concluded that, at any one time, 
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there were as many as eight unsuspecting 
Americans waiting each day at London’s 
Heathrow Airport to meet their benefactors 
in order to receive their pay-offs. 
Unsurprisingly, none ever arrived and the 
victims had to suffer their losses.

For fraudsters, the common denominators 
to success have always been a masterful 
exploitation of urgency, authority, and 
influence. For the target of their ruse, one 
can cite a willingness to believe and a desire 
to help. Of course, a degree of gullibility 
and greed work too. 

Nothing has changed, except that stakes 
can now destroy a small business at a 
stroke, or risk the jobs of vast numbers of 
people in a single global corporation. Email 
phishing is rampant, and the consequences 
devastating.

Phishing relies 
upon a masterful 

exploitation of 
urgency, authority, 

and influence
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HACKING IN THE UK 
AN EPIDEMIC AT CRISIS LEVELS

Dan Swinhoe, UK Editor of CSO 
Online, writes that “one small 
business in the UK is successfully 
hacked every 19 seconds, according 
to Hiscox. 

Around 65,000 attempts to hack 
small- to medium-sized businesses 
(SMBs) occur in the UK every 
day, around 4,500 of which are 
successful.” 

That equates to around 1.6 million 
of the 5.7 million SMBs in the UK 
per year. 

Given the Cisco estimate that 53 
percent of SMBs suffered a security 
breach globally in 2018, then it’s 
clear too that our supply chains are 
not secure either! 

The average cost of a breach for a small or medium-

sized business (SMB) is £90,000, with the top causes of 

data breach being:

19% Stolen or compromised credentials 
16% Phishing, esp. whale phishing 
15% Misconfiguration of SaaS software

SMALL BUSINESS EXPOSURE
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The intersect of data breaches and phishing is 
highlighted by recent studies which explore the 
cost of corporate data breaches. These suggest that 
the average cost of such a breach is in excess of 
$4.24 million. The numbers are based on analysis 
by IBM, which found that data breaches in which 10 
million records were compromised cost the affected 
businesses circa $50 million, rising to $392 million in 
situations where 50 million records were stolen .

Depending on the size of the business and the type of 
breach, the financial damage varies greatly, so an easy 
way to estimate your risk is to consider the costs as 
$150 per record as a result of data breaches, and $175 
per record if the damage is as a result of malicious 
attacks.

Cyber criminals no longer need resort to brute force 
network penetration or the hacking of passwords. It’s 
much easier – and faster too – to just trick an employee 
into handing over access to the funds or data.

DATA BREACHES & PHISHING 
ARE TOTALLY INTERELATED
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PHISHING TYPES

EMAIL 
PHISHING
Typified by mass email broadcasts in 
which the content conveys a high degree 
of urgency. These instruct the recipient to 
take actions such as to update or confirm 
personal information, pay an invoice, verify 
or amend account details, or to change a 
password. There may be an inducement 
too, such as stating that this is required in 
order to issue payment etc.

CONTENT 
INJECTION
Content injection attacks centre on the 
victim being directed to a familiar-looking 
webpage which has been cloned to require 
account logins. Such pages may emulate 
the pages of banks, SaaS applications, and 
both personal and corporate social media.

WHALE 
PHISHING 
Impersonating the most senior figures in 
a business, such as CEO’s and financial 
directors, is especially lucrative in larger 
organisations because of the natural 
willingness of employees to act without 
questioning. The fraudster will request 
employees make a purchase, transfer 
funds, or disclose sensitive company data.

SPEAR 
PHISHING
Targeting specific people or job titles 
is referred to as spear phishing. Cyber 
criminals use multiple attacks to establish 
a company profile, further enhancing the 
personalised messages so they become 
ever more convincing. Ultimately, this 
leads to content injection attacks and data 
breaches. 

JUST SOME OF THE THREATS 
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VISHING
(TELEPHONE)
When attacking larger businesses, voice 
phishing may be used in conjunction with 
email phishing to further emphasise the 
need for the victim to take an action. It may 
start with an innocuous request to confirm 
a supplier account number, this data then 
strengthening their fraudster’s credibility 

The average cost of 
a data breach for a 

small business
 is £89,000
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PHISHING STATS
THE SCALE OF THE PROBLEM
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SME & SMB IMPACTS

Small and medium businesses are very 
much at risk because they tend to have 
invested less in IT security, they’re more 
trusting of their Cloud / SaaS solutions, 
and they fail to perceive the dangers.

Data breaches are always expensive, but 
now that criminals are taking advantage 
of the public health crisis, they are even 
more of a problem. For many years, it was 
unlikely that the typical small business 
would be the target of a sophisticated cyber 
attack. That’s no longer the case: small and 
medium-sized businesses (SMBs) have 
increased in popularity as targets because 
cyber criminals believe they are less 
prepared than larger companies.

Unfortunately, the statistics show that this 
is frequently the case. According to a recent 
study, 57% of SMBs believe that online 
criminals won’t target them, but nearly 20% 
have already been the target of an attack. 
The average cost of a data breach for small 
businesses is £89,000, which is higher than 
it has ever been. Not only is lost money at 
risk, but other issues as well.

These are uncertain times for small 
businesses as many companies struggle to 
survive amid inflation and pressures on the 
energy market. Cyber criminals profit from 
people’s anxiety and uncertainty during 
times of upheaval and change. According 
to experts, various attack types are on the 
rise, including:

1. Ransomware, which a recent report by 
VMware cites the number of incidents 
in which criminals encrypt files and 
demand a ransom to decrypt them has 
increased by 90%.

2. Destructive attacks, which describe a 
scenario in which networks and data 
are damaged, which was up by 102% in 
2021.

3. Island hopping, which is the use the 
penetrated network of one victim to 
launch an attack on another business, 
often a most trusted member of their 
supply chain. Such attacks are up 35%. 

CAN THEY SURVIVE AN ATTACK?
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57% of SMBs believe that online 
criminals won’t target them, but 

nearly 20% have already been 
the target of an attack
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RISK AWARENESS

Small businesses rarely anticipate the costs, 
disruption, and reputational harm associated 
with small data breaches. Too frequently, 
owners make the erroneous assumptions 
that "we're too small" or "we have cyber 
insurance".

There is a lot of education taking place in the 
insurance industry, from carriers to agents 
to end users, and we frequently hear about 
significant breaches in the news. 

Small businesses typically respond by 
saying that they either outsource payment 
processing, don't keep track of card 
numbers, or don't have the information on 
their computers. However, they fail to realise 
that liability is not ultimately outsourced.

Any losses brought on by a third-party data 
breach are the responsibility of the business. 
Because they frequently lack the financial 
resources to manage a breach, small 
businesses are particularly vulnerable to 
this type of incident and may even go out of 
business in many cases.

CAN THEY SURVIVE AN ATTACK?

From an insurance perspective, each year, 
more than 10,000 cyber claims are made in 
the USA, not including those that are made 
through a cyber add-on to another policy. As 
if that isn’t worrying enough, it's estimated 
that in any given year, more than half of all 
businesses experience a hack.

75% of SMBs polled in a 
CyberCatch survey said 

they’d survive only three 
to seven days following 
a ransomware attack14
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CYBER 
INSURANCE?

The cost of cyber insurance premiums has 
sky-rocketed by 73% over the past year 
amidst an dramatic uptick in claim validity 
disputes. Are you covered, and will your 
claim withstand scrutiny?

But it’s getting harder to buy cyber insurance 
in general. As the number of attacks goes 
up, insurers will want to take more steps 
to protect themselves. This is especially 
true when you consider that ransomware 
payouts in 2021 were more than all of the 
previous 10 years put together.

Just as leaving a key in the (locked) front 
door of your home can cause a domestic 
claim to be rejected, a cyber insurance claim 
without proof of other security protocols 
can jeopardise your business cover. You 
will need more than a Cyber Essentials 
certification and Microsoft Defender.

Working from home (WFH) throughout 
the pandemic fuelled a staggering 600% 
increase in cyber crime, with a global 
price tag estimated to exceed $10.5 trillion 
annually by 2025. No wonder insurance 
carriers are raising the stakes to match.

Cyber insurance can help minimise business 
disruption, provide financial protection, 
and assist with legal and regulatory actions 
after a cyber incident, but it won’t solve the 
problems that made you vulnerable to the 
breach/attack.

Understanding the importance of your 
company’s data, systems, and devices helps 
to determine the level of coverage needed, 
but the risk lies in policy exclusions. For 
example, ransomware is often excluded 
unless provided for through a bespoke 
rider.

CAN YOU COUNT ON BEING PAID!
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Assessing a Cyber Policy
To assess a policy’s suitability for your 
organisation, consider several factors.

Technical Due Diligence

Most insurers and brokers now want more 
detail on systems used, cyber defences 
(people, process, and technology), and 
how cyber risks are monitored and 
managed. Compiling an accurate response 
to these questions for an application can 
be difficult, especially since they may be 
questioned if a claim is made.

Absolute Essentials

Some cyber insurance providers require 
businesses to have cyber processes in 
place to prevent cyber breaches. Secure 
and remote-access systems, multi-factor 
authentication (MFA), which provides 
an additional layer of protection and a 

sign-in process, and endpoint detection 
and response (EDR) solutions help find 
suspicious activity on laptops and other 
devices to eliminate threats are among 
the minimum requirements. The devil is 
in the details. Even ‘factory default’ MFA 
from some providers requires additional 
configuration. Knowing these minimum 
requirements will help you manage your 
cybersecurity commitments.

Continuous Monitoring

Some providers require ongoing cyber risk 
reduction activities, such as staff training, 
technical vulnerability scans, monitoring 
system logs for attack indicators and open 
ports, and cloud configurations. Even the 
most advanced cyber security software 
can become outdated if not maintained. 
Constantly monitoring and updating cyber 
security processes should be on your 
agenda, not just when renewing or starting 
a policy.
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External Monitoring

Some insurance firms use ongoing external 
monitoring and cyber risk rating tools to 
monitor firms they’re underwriting, so any 
changes or vulnerabilities not quickly fixed 
are logged. Such incident monitoring can 
enable insurance companies to argue the 
firm failed at cyber protection.

Managed Detection and Response

Introducing new technologies, awareness 
training, and contracting with a managed 
detection and response (MDR) service to 
monitor company networks can reduce the 
likelihood and severity of attacks.

What Should you Do?
The purpose of having cyber insurance is 
to make sure that a bad situation doesn’t 
get any worse. On the other hand, this is 
something that few policy holders appear 
to fully comprehend.

According to the findings of the Cyber 
Security Breaches Survey 2022, while 
43% of companies have cyber insurance, 
only 6% adhere to the Cyber Essentials 
standard, and just 8% adhere to the ISO 
27001 standard.

If you don’t also invest in strengthening 
your information security defences, getting 
cyber insurance won’t provide you with 
very much value.

Our recommendations

As a starting point for email security, we 
recommend that all business owners take 
the following steps:

1. Add multi-factor authentication (MFA) 
because adding more layers of access 
control to your organisation’s email 
accounts is probably the best defence 
against unauthorised access. You can 
also add IP restrictions to only allow 
devices that are connected to your 
company network.

2. Seek expert advice to configure your 
email security rules. An expert can help 
you set up an SPF record and DMARC, 
as well as encrypt the contents of all 
of your emails. With these systems in 
place, attackers will be less likely to 
trick your team or clients into thinking 
an email is coming from your domain.

3. Conduct routine employee training, 
because humans are prone to making 
innocent mistakes that can have 
disastrous consequences for your 
company. Investing in employee 
training and awareness programmes 
and incorporating cybersecurity 
best practises into your team’s daily 
operations improves security tenfold.

4. Invest in a dynamic AI-driven email 
security platform which combines 
employee training with active 
monitoring of all emails. Ensure it’s 
easy to install, user-friendly (so users  
don’t become blasé to the same 
messages repeated endlessly), and 
suitable for your organisation in terms 
of subscription costs as well as the total 
cost of ownership. 
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As may be seen in the chart above, the costs 
of resolving a cyberattack include many 
complex factors, and the professional fees are 
considerable.

Cyber insurance isn’t the answer, not least of all 
because of policy excesses, but also because the 
duration of cyber attacks is circa 100 days, and 
takes aproximately 30 days to discover. By then, 
the damage is done, and will your business be 
able to manage the costs of your policy excesses, 
as well as the professional fees related to post-
breach remediaton.

It makes better sense to not suffer a data breach in 
the first place, and given that CEO impersonation 
(“Whale Phishing”) is the most expensive form of 
phishing in terms of its damage to the business, 
it’s better to avoid the incident altogether.

Our advice: purchase cyber insurance, but 
protect the organisation through the deployment 
of affordable, effective, email security software.  
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MIND THE 
[SECURITY] GAP

Proactively improving and innovating as 
the environment changes is one of the 
greatest advantages of engaging with 
a best-of-breed email security vendor: 
they’re  focused on safeguarding email.

However, no single system is 100 percent 
successful, and the level of security 
required by different businesses might 
vary significantly. This can depend on a 
variety of variables, including the nature of 
your firm, the information you possess, the 
significance of your brand’s reputation, and 
any regulatory obligations in your industry.

Recognising email 
compromise attacks
Email security technologies are available in 
a variety of forms, but all of these solutions 
strive to reduce the volume of spam emails 

and prevent the delivery of hazardous 
material, links, files, and documents to 
users’ in-boxes.

Numerous of these technologies search 
for the most typical characteristics of 
a malicious email, such as banned IP 
addresses or questionable domains: the 
emails are quarantined and then kept away 
from the receiver.

However, what transpires when the email 
comes from a reliable source? From a 
respectable but compromised business 
that you may have even white-listed and 
whose organisation and employees you 
know and trust?

SMTP (or Simple Mail Transfer Protocol) 
was not created with security in mind. 
Without the proper protection, email is 
now vulnerable to potential data theft via a 

GETTING TO GRIPS WITH BUSINESS 
EMAIL COMPROMISE ATTACKS
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simple yet successful attack with someone 
else exploiting your domain to attack 
others.

Even someone with a limited knowledge of 
coding can easily assume the identity of a 
user in your organisation. One can readily 
find a step-by-step instruction to initiate a 
Business Email Compromise attack with a 
quick Google search.

If the fraudsters have purchased a near-
identical name, users might not spot the 
difference and then engage through the 
domain totally under the control of cyber 
criminals.

Without the appropriate safeguards in 
place, a bogus email seeking payment 
would be delivered unchecked.

It is crucial to conduct regular phishing 
simulations and testing on your company 

users in order to monitor and understand 
their behaviour and enhance their capacity 
to identify and report malicious emails and 
phishing efforts. 

Users who fail these test campaigns can 
receive additional training to avert the 
success of a real cyber-attack. The most 
effective way to modify behaviour and 
convey simply digestible information is 
through short movies.

The average business user is not a certified 
security expert, so you should implement 
security measures to stop and prevent the 
majority of unwanted or dangerous emails 
from reaching your users. The result is that  
IT personnel will only have to deal with a 
tiny percentage of unclear instances on a 
continuing basis.
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MS365 DANGERS

The risks are extraordinary, and it’s sobering 
to learn that 85% of Microsoft 365 customers 
have experienced an email data breach in the 
past year, despite the promises of Microsoft 
Exchange Online Protection (EOP) which is 
the Microsoft 365 email protection utility. 

Microsoft 365 email security falls short in 
protecting users and crucial corporate assets 
from account takeovers, credential phishing, 
and other dangerous threats that cloud email 
users encounter on a daily basis, as well as 
the kind of proactive, layered third-party 
security that is necessary to make Microsoft 
365 email safe for business.

Because the Microsoft 365 security system 
is uniform, cyber criminals may access any 
account, test their techniques until they 
can get past default filters, and then repeat 
these techniques in assaults on thousands of 
different accounts.

DON’T BE ONE OF THE 85%

Four Key Issues
1. As there’s no assistance with setup, 

the continuous system monitoring, 
maintenance and support to minimise 
misconfiguration vulnerabilities across 
MS 365  needs professional IT experience 
beyond many in-house capabilities. 

2. Exchange Online Protection, Microsoft’s 
default email security feature, can’t 
handle sophisticated phishing assaults, 
so advanced phishing or account 
penetration efforts can defeat EOP’s 
spam and malware protection.

3. Microsoft’s multi-factor authentication 
allegedly prevents 99.9% of account 
takeovers but as MFA isn’t a default 
feature, just 3% of MS 365 users have it 
enabled.

4. Finally, popularity. Cyber criminals know 
Microsoft 365 is easy to set up and used 
by most company users. Anyone can 
buy a domain and try phishing attempts 
to determine what bypasses Microsoft’s 
filters or third-party email security 
providers.
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 /LIBRAESVA
THE MULTI-AWARD WINNING SOLUTION

SOPHISTICATION

AFFORDABILITY

EASE OF USE
When you compare LibraESVA to MimeCast®, 
as we did, you’ll discover a solution which 
gets you up and running in hours, not weeks!

You’ll also realise huge savings, and 
experience a user interface which doesn’t 
slow employee productivity.

Gain protection from phishing attacks by 
deploying PhishBrain. This monitors those 
employees most at risk of falling victim to an 
attack. There’s no easier way to protect your 
business. 

Email Security is the perfect solution to secure 
your Microsoft 365 and Google Workspace 
accounts  across multiple layers, including at 
gateways and API levels.

Email Archiver manages your governance, 
risk, and compliance. Not only can it be up 
and running in minutes, it creates 1:1 copies 
of emails and ensures  their security and 
availability.
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TRY /LIBRAESVA 
PHISHBRAIN NOW!

 

LibraESVA PhishBrain, part of the full 
LibraESVA suite, offers the easiest and 
most efficient phishing penetration 
test to analyse  an organisation’s  
vulnerability. It’s completely safe! 

This service is available for free for 
up to 5 mailboxes! Need more users? 

TEST YOUR EMAIL SECURITY AND
TARGET A WHALE TOO!

https://l.ead.me/bdFx71

https://l.ead.me/bdFx71
https://l.ead.me/bdFx71
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