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SMART PLANT SYSTEMS

THE FUTURE IS NOW

What is Smart Plant Systems?
SPS is a next generation, bleeding edge environment visibility, safety, security and monitoring tool. 
The SPS solution encompasses a range of technologies, from environment visibility to lone worker 
safety and cyber security protection for BMS systems.

Plant rooms are dangerous environments, housing combustible gas fuelled burners / boilers which 
exhaust CO (an odourless, poisonous and tasteless noxious chemical – responsible for affecting 
over 10,000 people per year in the UK), high temperature systems, high pressure systems, high 
voltage electrical components, mechanical devices and much more.

SPS was designed in the wake of Grenfell with a clear mindset: 

SAFETY IS NO ACCIDENT
But safety doesn’t need to be expensive, and SPS is disrupting the lack of visibility into commercial, 
industrial and residential properties, enhancing safety whilst greatly improving efficiency.
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WHAT DOES SPS DO?

Air Quality
A recent study finds that poor Air Quality is the 
cause of 40% of office worker illness. The 
study, undertaken by Ambius, found that poor 
indoor Air Quality has a serious effect on staff, 
students and visitors. The effects include a lack 
of focus, feeling ill and other adverse reactions.

SPS offers state of the art wireless, encrypted 
and air quality multi - sensing. These sensors 
measure a range of particulate matter (PM) 
including PM

1
, PM

2.5
 and PM

10
. 

SPS reports include visual representations of 
historical and real-time air quality, allowing you 
to take recommended steps to improve 
internal air quality and therefore improve the 
health and well-being of the staff and visitors 
within your building.

Air quality sensors can also be used in areas 
such as print / copy rooms, cleaning cupboards 
and reception areas in order to ensure that the 
highest quality air is constantly introduced and 
circulated. SPS sensors monitor a range of tiny 
particulate, including air pollution and airborne 
organic matter.

L8 4th Edition “Tap Temperatures”
Most of us are aware that we have a legal 
obligation to test water “tap temperatures” in 
order to comply with the ACOP L8 4th Edition 
Anti-Legionellosis regulations. All too often, 
FM’s and Building Managers are handed a wet 
piece of paper or logbook with tap 
temperatures scribbled in. Tap temperatures 
are often measured once a month, requiring an 
engineer on-site who has likely been to other 
sites in the same day, increasing the chance of 
the spread of Covid-19.

SPS brings your building into the 21st Century 
by utilising wireless, long range, battery 
powered tap temperature sensors. These 
sensors are installed externally to pipework in 
minutes. This allows you to remotely grab data 
in real time, whenever it is required, as 
opposed to manually once a month. This means 
that, whether people are using buildings or not, 
your tap temperatures are monitored every 
single hour, mitigating the risk of legionellosis. 
The SPS system also allows for “one click 
audits” of tap temperatures.
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Environment Monitoring
SPS monitors environments for changes in 
temperature, humidity, pressure, gas and CO, 
light, sound, motion and air quality. When 
contextualised, which is completed automatically 
through the SPS dashboard, it is easy for any user 
to understand the environment in which they are 
monitoring. Visual alerts confirm whether the 
environment is safe, potentially dangerous or 
dangerous, and the alerting protocol can be 
adjusted accordingly.

Plant / Equipment Monitoring
SPS can overlay sensors into a range of 
equipment and plant systems, including AHU’s, 
chillers, fridges, boilers, fans, pumps, flow and return temps and much more. The SPS on-boarding 
process identifies exactly which sensors you would benefit from which, in turn, allows you to get 
the most out of the system.

Lone Worker Safety
When an engineer, operative or visitor enters your plant room, what environment are you actually 
sending them into? Understanding the risk(s) within plant rooms is key to tackling lone worker 
safety. Trips, falls, accidents with equipment / machinery and lack of communication is a serious 
issue within these environments. 

SPS uses the most advanced AI driven detection system available on the open market, developed 
by SPS specifically for lone worker safety within plant environments.  

SCENARIO 1: 

Engineer falls off a ladder, 
rendering themselves 
unconscious. 

HOW SPS RESOLVES THIS ISSUE:
SPS uses an AI driven system to baseline 
sound, meaning that any sound outside of 
normal use is immediately detected and 
pushed to the users (an office, support centre, 
FM or emergency services), who can then 
listen back to the sound, try and contact the 
engineer (through SPS’ two-way comms) or 
can render assistance as required.

SCENARIO 2:

Engineer is working on a 
flue, ends up getting their 
arm stuck between the flue 
and the boiler and has no 
way of calling for assistance.

HOW SPS RESOLVES THIS ISSUE:
A simple call for “help” or any other shout / 
scream etc will activate the lone worker 
safety device, immediately alerting support as 
necessary.

60mm

110mm

22mm



Yew Trees, Crowell Hill,  Chinnor, OX39 4BT

SMART PLANT SYSTEMS

Communication
SPS’ state-of-the-art Secure Communication Module makes lack of contact 
in plant rooms a thing of the past! With an on-board WiFi hotspot – ready
for engineers and operatives to connect to – reports, job sheets, pictures
and video can be uploaded quickly and easily without the need to leave the 
plant room. The SPS Secure Communication Module can also allow for 
quick and easy two-way communication between a manager and the plant
room directly. SPS does not rely on active internet, cell or WiFi connections and
is completely stand alone.

Network Security
SPS’ parent company is one of the UK’s leading cyber security organisations. SPS is the only active 
cyber protection device specifically designed for protecting BMS systems and their core functions 
and features. With that in mind, a huge amount of development has gone into ensuring SPS is 
GDPR compliant, offers a high level of security and also has the ability to detect cyber attacks on 
BMS systems through our proprietary malicious traffic detection system (MTDS). 

Sensors
SPS has invested a huge amount of resources into ensuring that the sensors we deploy are the 
best in the world. Many competitors offer “long range sensors” which travel around 50m. The SPS 
solution utilises proprietary, in-house sensor units, with a range of 950m+, 256-bit (bank grade) 
encryption, are totally battery powered (making them power-cut proof) and utilise a built in power 
management unit (PMU) delivering up to six years of battery life! Not only that but the SPS sensor 
units are built to be highly accurate whilst ensuring that sensing solutions are fast, secure and 
always available.   

Energy Monitoring
How much energy are you really using? SPS can monitor AC & DC current, voltage and energy 
consumption, from 1.5V to 3 phase industrial supplies. The SPS dashboard then harnesses the 
efficiency of encrypted data retention to build a highly accurate picture of power consumption 
which can be used to reduce energy use and expenditure.

Energy monitoring has become ultra important in understanding the way your organisation 
consumes energy, as well as reducing your carbon emissions and carbon footprint.

SPS acquires and contextualises your energy consumption data. You have EV chargers, but how 
often are they used, how much does it cost and what’s their peak times? By entering the price you 

pay per kWh (kilowatt hour), which is all done 
during our quick and easy onboarding 
process, SPS can provide you with accurate 
readings, consumption and use information.

Making a building a smart building is no 
simple task. But SPS makes that transition 
from old zero visibility to smart building in 
just a few hours. Want more data or want to 
monitor a new piece of kit / EV charger / 

server rack? No problem! SPS simply provides another pre-configured sensor, turn it on and your 
data will appear in your dashboard!

SPS clients see an average energy reduction of up to 50% within the first 12 months of utilising the 
SPS solution. More on this later.

Real-time Energy Consumption65
Types of sensors we deploy are illustrated below:

AIR SPEED / DIRECTION

LONE WORKER

OCCUPANCY

TEMPERATURE

AIR QUALITY

WATER LEVEL

PIR - MOTION

HUMIDITY

LIGHT (LUX) DETECTION

MEASUREMENT

GAS / CO

NOXIOUS CHEMICALS

DOOR OPEN / CLOSED

AI DRIVEN

ANOMALY DETECTION

VIBRATION

VOLTS / CURRENT 

ENERGY MONITORING



Always Available 100% of the Time
SPS is an “off grid” device, requiring no external connections (WiFi, ethernet or cell). With a UPS 
PMU backup system, SPS is always on and available, even after power cuts, floods, disasters and 
other failures.

Physical Security
The SPS solution understands the risk of operating plant 
rooms within sensitive buildings and environments. Who is 
entering the plant room? How long were they there for? By 
utilising a range of technology, from PIR to cameras and 
motion detection, SPS has got the physical security of your 
environment covered. Clients utilise this function to monitor 
engineer on-site time, alert on homeless / rough sleeping, 
notify of tenants using these areas for storage and to provide 
a real-time view into their asset.

Real Time Audio Visual
SPS can easily incorporate a 4k high resolution, thermal 
imaging or even night vision camera in order to provide the 
clearest view of your environment. Not only does audio and 
video provide enhanced safety, security and visibility, but 
they can also assist in streamlining reactive, fault finding, 
diagnostics, PPM and servicing. 

Communication
SPS’ state-of-the-art Secure Communication Module makes lack of contact 
in plant rooms a thing of the past! With an on-board WiFi hotspot – ready
for engineers and operatives to connect to – reports, job sheets, pictures
and video can be uploaded quickly and easily without the need to leave the 
plant room. The SPS Secure Communication Module can also allow for 
quick and easy two-way communication between a manager and the plant
room directly. SPS does not rely on active internet, cell or WiFi connections and
is completely stand alone.

Network Security
SPS’ parent company is one of the UK’s leading cyber security organisations. SPS is the only active 
cyber protection device specifically designed for protecting BMS systems and their core functions 
and features. With that in mind, a huge amount of development has gone into ensuring SPS is 
GDPR compliant, offers a high level of security and also has the ability to detect cyber attacks on 
BMS systems through our proprietary malicious traffic detection system (MTDS). 

Sensors
SPS has invested a huge amount of resources into ensuring that the sensors we deploy are the 
best in the world. Many competitors offer “long range sensors” which travel around 50m. The SPS 
solution utilises proprietary, in-house sensor units, with a range of 950m+, 256-bit (bank grade) 
encryption, are totally battery powered (making them power-cut proof) and utilise a built in power 
management unit (PMU) delivering up to six years of battery life! Not only that but the SPS sensor 
units are built to be highly accurate whilst ensuring that sensing solutions are fast, secure and 
always available.   

Energy Monitoring
How much energy are you really using? SPS can monitor AC & DC current, voltage and energy 
consumption, from 1.5V to 3 phase industrial supplies. The SPS dashboard then harnesses the 
efficiency of encrypted data retention to build a highly accurate picture of power consumption 
which can be used to reduce energy use and expenditure.

Energy monitoring has become ultra important in understanding the way your organisation 
consumes energy, as well as reducing your carbon emissions and carbon footprint.

SPS acquires and contextualises your energy consumption data. You have EV chargers, but how 
often are they used, how much does it cost and what’s their peak times? By entering the price you 

pay per kWh (kilowatt hour), which is all done 
during our quick and easy onboarding 
process, SPS can provide you with accurate 
readings, consumption and use information.

Making a building a smart building is no 
simple task. But SPS makes that transition 
from old zero visibility to smart building in 
just a few hours. Want more data or want to 
monitor a new piece of kit / EV charger / 

server rack? No problem! SPS simply provides another pre-configured sensor, turn it on and your 
data will appear in your dashboard!

SPS clients see an average energy reduction of up to 50% within the first 12 months of utilising the 
SPS solution. More on this later.

Real-time Energy Consumption
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All SPS boxes run their own internal network 
which runs all sensors and communication. 
That means no internet connection is 
required from your building, we don’t need 
any communication infrastructure and, even 
if you have a power cut, SPS’ internal UPS 
(Uninterrupted Power Supply) will continue 
to provide full functionality and access for 
up to 72 hours!

D   E   L   T   AD   E   L   T   A C   R   O   S   SC   R   O   S   SH    E    XH    E    X

All of the SPS solutions - HEX, DELTA
& CROSS - require only a single power 
connection from your building. 



  

Communication
SPS’ state-of-the-art Secure Communication Module makes lack of contact 
in plant rooms a thing of the past! With an on-board WiFi hotspot – ready
for engineers and operatives to connect to – reports, job sheets, pictures
and video can be uploaded quickly and easily without the need to leave the 
plant room. The SPS Secure Communication Module can also allow for 
quick and easy two-way communication between a manager and the plant
room directly. SPS does not rely on active internet, cell or WiFi connections and
is completely stand alone.

Network Security
SPS’ parent company is one of the UK’s leading cyber security organisations. SPS is the only active 
cyber protection device specifically designed for protecting BMS systems and their core functions 
and features. With that in mind, a huge amount of development has gone into ensuring SPS is 
GDPR compliant, offers a high level of security and also has the ability to detect cyber attacks on 
BMS systems through our proprietary malicious traffic detection system (MTDS). 

Sensors
SPS has invested a huge amount of resources into ensuring that the sensors we deploy are the 
best in the world. Many competitors offer “long range sensors” which travel around 50m. The SPS 
solution utilises proprietary, in-house sensor units, with a range of 950m+, 256-bit (bank grade) 
encryption, are totally battery powered (making them power-cut proof) and utilise a built in power 
management unit (PMU) delivering up to six years of battery life! Not only that but the SPS sensor 
units are built to be highly accurate whilst ensuring that sensing solutions are fast, secure and 
always available.   
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Energy Monitoring
How much energy are you really using? SPS can monitor AC & DC current, voltage and energy 
consumption, from 1.5V to 3 phase industrial supplies. The SPS dashboard then harnesses the 
efficiency of encrypted data retention to build a highly accurate picture of power consumption 
which can be used to reduce energy use and expenditure.

Energy monitoring has become ultra important in understanding the way your organisation 
consumes energy, as well as reducing your carbon emissions and carbon footprint.

SPS acquires and contextualises your energy consumption data. You have EV chargers, but how 
often are they used, how much does it cost and what’s their peak times? By entering the price you 

pay per kWh (kilowatt hour), which is all done 
during our quick and easy onboarding 
process, SPS can provide you with accurate 
readings, consumption and use information.

Making a building a smart building is no 
simple task. But SPS makes that transition 
from old zero visibility to smart building in 
just a few hours. Want more data or want to 
monitor a new piece of kit / EV charger / 

server rack? No problem! SPS simply provides another pre-configured sensor, turn it on and your 
data will appear in your dashboard!

SPS clients see an average energy reduction of up to 50% within the first 12 months of utilising the 
SPS solution. More on this later.

Real-time Energy Consumption
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THE FIGHT AGAINST COVID-19

WHO research has found that a 1% decrease in 
humidity can lead to a 7 - 8% increase in 
Covid-19 cases.

Monitoring
SPS effectively monitors humidity levels using 
some of the most sophisticated wireless 
technology available on the market. Most other 
sensors will measure humidity in a R/H 
(relative humidity) %. SPS will monitor a 
number of highly accurate data points, 
including R/H, moisture g/kg and dew point, 
allowing you to quickly understand your 
environment and reduce the risk of 
coronavirus and other influenza transmissions.

SPS also fights Covid-19 by active and reactive 
monitoring. Wireless passive infrared (PIR) 
sensors can be placed around coffee machines, 
photocopiers and in toilet / bathroom areas to 
allow for reactive cleaning as opposed to 
interval-based schedules. For example, a 
cleaning team can be alerted via SMS, e-mail or 
telephone when a coffee machine has been 
used 10 times or after 5 people have entered a 
bathroom area.

Temperature is also key to effectively fighting 
Covid-19. But how is temperature currently 
monitored within your environment? Through 
a controller, which is placed near or under a 
FCU or air conditioner? Through a thermostat 
which only monitors the air passing by it? 

All SPS sensors are long range, wireless and 
encrypted, allowing you to change monitoring 
positions day by day where required in order to 
build an accurate view of the data being 
collected throughout the building.

As well as temperature, humidity and PIR; SPS 
monitors key metrics for air quality, light, CO 
and much more.
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80% of office workers complain about temperature. In 2019 a 
survey found that 29% of workers spend between 10 and 30 
minutes each day not working due to an uncomfortable office 
temperature, while 6% spend more than half an hour each 
day not working for the same reason. Overall, around 2% 
of office hours are wasted due to temperature alone 
which could cost the UK economy more than
£13 billion annually.

Research suggests that an optimal office temperature 
of between 21oC to 23oC provides the best air 
temperature for maximum office worker productivity. 
50% of offices are considered too hot in summer and 
52% are considered too cold in winter. Men are less 
likely to feel too hot, women are twice as likely to feel 
a chill and people over the age of 55 are more likely to 
be affected by the cold.

SPS offers highly accurate temperature monitoring 
including TWA, high / low and fluctuation points, 
weather compensation and much more. SPS 
temperature monitoring provides a healthier 
office environment meaning a more 
productive workforce and massive 
reductions in energy consumption.

HEALTH AND WELLBEING

SPS is uniquely placed to address a range of 
factors linked to Sick Building Syndrome as 
outlined by the HSE here:

Temperature
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NEXT GENERATION PORTAL

Our Next Generation portal is available on all devices, utilising an easy to use web-interface and 
allowing you to manage all your assets from a computer, mobile device or even a smart-TV!



Bank-Grade Security 
for Your SPS Solution.

SPS is owned by one of the world’s leading 
cyber security companies, INSINIA Security, 
and treats your sensor data in the same way 
your bank treats your money – not a single 
breach is tolerable – EVER – NOT ONCE!
As part of the SPS Secure Platform, SPS 
integrates ECDH-256 (Elliptic curve 
Diffie–Hellman) key exchange and AES-128 
symmetric key encryption on all sensor data. 
ECDH-256 encryption is used during initial 
linking of devices and AES-128 encryption is 
used for all subsequent RF data packets. This 
combination provides integrators the best of 
both worlds – bank-grade security and 
outstanding sensor battery life. SPS sensors 
yield 10-year battery life when powered with 2 
AA batteries or 1 industrial lithium battery.

Wireless sensor networks (WSNs) built on SPS’s IoT 
Platform provide bank-grade security at every level.

1. Between Sensors & Gateways (ECDH-256 and 
AES-128 encryption)

2. Between Gateways & Servers (AES-128 encryption 
plus the gateways are “Purpose-Built Devices” that do 
not have an OS (operating system) to hijack or add 
malicious programs to.)

3. Between Servers & Browsers (TLS Encryption)

In a study conducted by the Ponemon Institute, 533 
enterprise IT decision-makers were surveyed. 76% of 
the respondents believed their organizations were likely 
vulnerable to cyber-attacks executed through IoT (src: 
“The Internet of Things (IoT): A New Era of Third-Party 
Risk”). SPS extinguished the threat of cyber-attacks 
within the architecture of the SPS wireless sensor 
platform.
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Botnets? What Botnets!
A large portion of the IoT headlines are focused 
on the DDoS (Distributed Denial of Service) 
attacks facilitated and propagated by botnets 
(botnet = a “roBOT NETwork” of computers 
infected with malicious software and controlled 
as a group). Remote cameras and IoT devices 
have been one of the most commonly hijacked 
device types and are easy prey for IoT hackers – 
because they often run Linux operating systems 
that are not properly protected. 

In recent years, the Mirai botnet, used to take 
down DynDNS, used a simple script of only 10 
passwords, which allowed hackers to expand 
their botnet exponentially using simple, 
unsophisticated tools. Quite simply, many IoT 
devices are easy targets, and SPS has 
completely irradicated that threat within the 
SPS threat model.

ENCRYPTED SECURITY

SPS sensors are not vulnerable to weak passwords or 
OS-related breaches. SPS gateways run on a 
purpose-built real-time operation 
system (RTOS) without any 
external administrative 
access to the device. SPS 
also uses “golden image” 
verification, allowing us 
to detect a single 
change to the firmware 
at a binary level. Our file 
system is locked down, 
SPS monitors for 
change and behavioural 
detection, and we are 
entirely confident in the cyber 
security of our solution.
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ECDH-256 and AES-128 encryption
Would be hackers would have better luck finding a 
needle in a haystack than cracking SPS encryption keys. 
Each individual SPS device uses an embedded TRNG 
(True Random Number Generator) to achieve a high 
guarantee of statistical uniqueness for each ECDH key 
set. ECDH allows any two devices to create unique, 
link-specific keys between them. SPS only uses one 
256-bit key exchange for every sensor linked to a 
gateway. No other data is sent using the 256-bit keys. 
Therefore, would be hackers only have a very small 
dataset in which to attempt brute force attacks. The SPS 
platform provides infinitesimally small key exposure and 
fingerprints each transmission and sensor.

128-bit encryption is used for all subsequent RF data 
packets. This encryption method supports over 50,000 
data messages before enough of a dataset is generated 
to enable brute force optimizations. At 10 minute data 
intervals, this equates to an entire year of dedicated 
observation before key exposure becomes slightly more 
likely (refer to “Birthday Attack” probability, P = 10^-18, 
then 10^-15 after one year –> for the non-techies: the 
probability of someone finding the key goes from 
1 quadrillion:1 to 1 trillion:1 after one year). A hacker 
would have to be physically present within range of the 
wireless sensor network for one year to get this low 
probability benefit – dedicated solely to cracking a 
single key for just one sensor and extracting only that 
sensors data. 

To mitigate further the issues surrounding key exposure, 
integrators can use the SPS platform to refresh keys. 
To add to the futility of cracking one link-specific key, no 
shortcuts can be realized by the exposure of one 
device’s key. The same work it requires to crack one key 
will be required again to crack the next and so on. SPS 
can also work on proprietary RKA – rolling key 
algorithms – although this has never been necessary in 
any threat model

SPS Gateways have AES-128 
Encryption and are “Purpose-Built” 
Devices

Any device that runs on an operating system is 
vulnerable to attack. SPS gateways are “purpose-built” 
devices that are built for a specific task and do not 
contain what is ordinarily understood as an operating 
system (OS). Due to the absence of an OS (Linux, 
Windows Embedded, etc.); SPS sensors are not 
vulnerable to weak passwords or OS-related breaches. 
The SPS gateways run on real-time “C” code without any 
administrative access to the device. SPS is also protected 
from UART / JTAG hardware attacks, including chip 
decapping, as spoken about by Mike Godfrey, CEO of 
SPS, at BSides London, 2018.

Security 
between 
Gateways & 
Servers

Security between
Sensors & Gateways



TLS Encryption
A system like SPS is only as strong as its weakest link and 
communications between servers and the browser are 
every bit as critical to protect as the other layers in the 
WSN. SPS networks employ SPS software for interfacing 
between network administrators and sensor networks. 
The SPS interface is secured using TLS (Transport Layer 
Security) encryption. TLS is a protocol that provides 
privacy and data integrity between applications. It is 
used for web browsers and other applications that 
require data to be securely exchanged over a network. 
Keys are established using standard Diffie-Hellman key 
exchange. SPS actively monitors routes in order to 
ensure that a would be adversary is not utilising attack 
methods such as SSL-V or MITM. SPS doesn’t respond to 
ping requests from Kali, and it never will ;-)

WiFi Security

Most SPS boxes have WiFi activated by default. SPS 
actively monitors for WiFi hacking attempts, such as 
deauth and brute force attacks. SPS defends against 
deauth / handshake enumeration attacks and will alert 
our SOC and the user of such hacking attempts. Once a 
password has been incorrectly entered 10 times (such as 
in brute force methods), the SPS box automatically goes 
into “lockdown” mode, restricting the new assigning of 
DHCP IP addresses and port opening / forwarding. The 
SPS box also actively scans for port activity and works on 
a strict whitelisting port policy.

Summary
Businesses should be aware of the threats that 
have corrupted IoT systems in the past. 
Hackers crashed the sensor level network 
stage with malware and botnets such as 
BASHLITE, Luabot,  Mirai and Brickerbot. 
These attacks made headlines; but they were 
only able to exploit weak and unprotected 
systems. Integrators should take courage in the 
fact that their sensor data will always be safe 
and protected when measures of security and 
encryption are properly executed. INSINIA 
engineered the SPS Platform with the dangers 
of hacking in mind. Every device, wireless link 
and user interface in the SPS Sensor Platform is 
protected by SPS Encrypted Security, provided 
by INSINIA.
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The vulnerabilities of more complex gateways are 
removed by only supporting a very specific set of 
functions. The key security features of the gateway are 
outlined below.
SPS added several features to ensure the gateway’s 
security is not compromised. First, the gateway has no 
active listeners on any ports. All communication is 
initialized from the gateway to the SPS Secure Server, 
which is a rack mounted server within our DC and only 
communicates on a VPN. 
The communication between the gateway and the server 
is secured with 128-bit encryption encapsulated within a 
WIREGUARD VPN in order to make sure no one 
“sniffing” the network can manipulate the requests or 
responses, extract packets are carry out sequential “next 
number” / spoofing attacks.
The gateway can be configured to use either DHCP or 
Static IP Addressing.  All communication is sent to the 
servers using TCP/IP within WIREGUARD and utilising 
TLS / SSL, allowing traffic usage and patterns to easily be 
monitored if desired.

Network Security

The security of the internal SPS network is a major 
contributor to the overall defence of the system. SPS runs 
its own self sufficient, stand alone network allowing it to be 
completely “air gapped” from any building infrastructure 
therefore posing no risk to any existing or external devices.

Addressing

The SPS Link EGW 3.0 will utilize standard DHCP to 
obtain a dynamic IP Address from the local network, 
which is run in a compartmentalised configuration within 
the SPS box. During the DHCP setup the gateway 
announces itself so SPS can easily locate which IP 
address is given to the gateway. This can then be locked 
down with DHCP removed, if necessary.

If desired, the gateway can be assigned a static IP 
Address before the SPS box leaves our factory. Physical 
access to the gateway is required to temporarily enable 
this interface, again reducing the threat model from 
remote attacks, which are impossible when it comes to 
assigning IP’s.

Operating System

Because of the single use nature of the SPS EGW, there 
is no normal embedded operating system utilized on the 
hardware. This means there is no system that can be 
used to run any third party code. Anyone trying to hack 
into a system to run their own code will find it 
unsuccessful. This is also supported by sig and 
behavioural based security and monitoring methods.
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GATEWAY, NETWORK, CODE & PROTOCOLS

EGW 

3.0

The SPS Ethernet Gateway (EGW) 3.0 was built 
with security in mind. By design, the EGW is a 
very specific use piece of hardware which 
doesn't run a standard embedded operating 
system. This bespoke SPS code and RTOS 
removes the possibility of someone gaining 
access to the gateway and running a malicious 
application. SPS gateways run on a 
purpose-built real-time operation system 
without any external administrative access to 
the device. SPS also uses “golden image” 
verification, allowing us to detect a single 
change to the firmware at a binary level. Our 
file system is locked down, SPS monitors for 
change and behavioural detection, and we are 
entirely confident in the cyber security of
our solution.
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Network Ports

The SPS EGW sends its data to the monitoring software 
over a specific port.  The gateway creates a standard 
TCP/IP connection to the software and then 
communicates the data once encryption handshakes are 
successfully completed. The SPS monitoring software 
responds as needed to the gateway allowing for full 
duplex communication. This enables SPS to easily 
monitor traffic to and from the device without having to 
separate it from other protocols using common ports.  If 
needed, the gateway can be configured to communicate 
over any port on which the monitoring software has also 
been configured to listen for gateway communication.
The SPS online portal has several alternative ports 
already configured for use and is written in “secure” 
languages. There’s no PHP on our infra!  Any of the SPS 
monitoring solutions can be configured to listen on 
specific or multiple ports.

Listeners

There are no listeners on the gateway responding to any 
TCP or UDP network traffic. SPS is not susceptible to 
WoL, magic packet or ping-of-death attacks. The SPS 
gateway will respond to an ICMP ping to assist network 
administrators with network troubleshooting for a very 
short period during Initial Configuration (InitConfig) 
only. All other traffic is ignored on the network unless it 
is part of a TCP connection that was initialized from the 
Ethernet Gateway.

Because all traffic is initiated from the gateway and sent 
through the SPS internal network and WAN, there is no 
configuration necessary or possible from a client or end 
user.  No SPS monitoring solutions will initiate 
communication from the server and try to communicate 
with the gateway. The monitoring solutions only respond 
to communications they receive from a gateway and all 
communication utilises internal technology, such as 
device DNA (DDNA) verification methods. 

Configuration

The SPS EGW is configured by SPS only.  In the event 
configuration needs to take place before the gateway is 
able to communicate with the monitoring software, 
there is an engineers portal which runs on a local 
webserver and can be accessed via pre-auth SPS 
engineers only.

To enable the hosted web server and access the 
configurations, an attacker would first need physical 
access to the device, which would activate the SPS 
tamper evident micro-switch and send an immediate 
alert. Because physical access is required, there is no 
way for anyone to gain access to the configurations over 
the network or remotely.



Data security is important for multiple reasons. 
Firstly, it is always important to keep the data 
sent from inside your network protected 
in transit.  Secondly, it is important 
to protect responses from the 
monitoring software from 
being compromised.

Data Security

The wireless communication technology developed by 
SPS provides several features to help protect your data 
both at rest and in transit. Our proprietary sensor 
protocol uses very low transmit power and requires 
specialized radio equipment to operate. Typical wireless 
devices that operate on non-proprietary communication 
protocols (Wi-Fi, Bluetooth, Zigbee) operate using 
different frequency bands so they can't be used to 
eavesdrop on the radio communications from the SPS 
family of sensors. Most SDR will not be able to 
adequately monitor, sniff or intercept SPS packets. SPS 
also uses a robust packet tampering evaluation routine 
to ensure traffic wasn't altered between sensors and 
gateways. This enables us to check for well-formed 
data packets that only originated from SPS 
enabled devices. To further protect data, 
we use algorithms to protect against 
spoofing and re-transmission 
of wireless data packets. 
This is included with 
best-in-class range 
and a power 
consumption 
protocol 
developed 
for the SPS 
wireless 
sensor 
systems.
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Protocols

SPS Gateways utilize a proprietary protocol that enables 
sensor data to be sent with minimal overhead. This also 
prevents casual lookers from observing the traffic and 
being able to interpret it. As opposed to many text based 
protocols (e.g. HTML/XML/JSON) the data is encoded in 
binary form that is not directly convertible to human 
readable values. This SPS Gateway Protocol is the basis 
for all communication between the gateway and the 
monitoring software. It would be almost impossible to 
reverse the binary within 1,000,000,000,000 years.

Encryption

In addition to binary protocols and rejecting 
unrequested network traffic, the SPS EGW also 
implements 128-bit AES encryption while sending and 
receiving data from the SPS servers, which is used within 
a WIREGUARD VPN tunnel. This encryption allows all 
transmitted data that would otherwise be difficult for 
someone to read, to also be encrypted. The encryption is 
bi-directional so both the data that is being sent as well 
as the responses being returned are encrypted.



A GREAT INVESTMENT, NOT A PURCHASE

SPS will save time and money making your 
building more efficient whilst reducing your 
carbon footprint and reducing emissions created 
by wasted energy.

Your Investment

SPS SmartAnalytics will save, on average, £800 per data point (sensor) per year. Achieved by 
acquiring, contextualising and cross-referencing data SPS then utilises proprietary algorithms in 
order to make key recommendations around your building’s infrastructure.

SPS saves clients approximately 8x the installation investment per annum. 
According to Daikin, one of the worlds leading air conditioning manufacturers, a single 
mis-configured chiller could cost up to £30,000 per annum in excessive energy loss.

Research has shown that a building will waste between 15 - 50% of its energy consumption. 
SPS is a fully automated data acquisition and analytics system which contextualises the 
information it gathers, allowing an entirely non-technical
user to understand where and how savings can be
made both quickly and efficiently. 

SPS is proven to pay for itself within 
6 - 12 weeks of installation, making it
a viable and logical option for anyone
responsible for a range of buildings.

50 sensors provides an estimated saving of
c. £40,000 per annum.
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HOW WE COMPARE

SPS: 
 Temperature / Humidity

 WiFi Hotspot

 Two-Way Communication

 AI Lone Worker Safety

 Camera and / or Thermal Imaging Camera

 Secure Comms with no Network / Cell
 Connection

 Motion Detection

 Water / Leak Detection

 Light Sensor

 BMS Network Security

 256-Bit Encryption

 950m+ Range

 Power Failure UPS

 L8 4th Edition Compliant

Our Closest Competitor:
 Temperature / Humidity

 WiFi Hotspot

 Two-Way Communication

 AI Lone Worker Safety

 Camera and / or Thermal Imaging Camera

 Secure Comms with no Network / Cell
 Connection

 Motion Detection

 Water / Leak Detection

 Light Sensor

 BMS Network Security

 256-Bit Encryption

 30m Range

 Power Failure UPS

 L8 4th Edition Compliant

SMART PLANT SYSTEMS

Installation
Installation of SPS is a quick and easy process. The SPS hardware is installed by a qualified Gas 
Safe Registered engineer. As the SPS solution is entirely self-sufficient, we only require a single 
power outlet within the plant room unless any other connections have been pre-agreed. During 
the initial survey, a suitable site location will be identified.

Installation usually takes less than two hours and the SPS solution will begin working immediately. 



There’s so much more SPS can do for you 
and your environment!
SPS offers secure remote monitoring for a range of environments, not just your Plant Room. 
As SPS’ product range has developed through working together, SPS and its clients have found 
an increasing number of uses for SPS smart sensors well beyond the Plant Room. This includes 
utilising smart monitoring provided by SPS in the fight against the new SARS-CoV-2 (Covid-19).

HOW CAN SPS 
SUPPORT YOUR 
OPERATION?

PIR MONITORING
PIR monitoring is used to detect people and occupancy, 
allowing you to monitor for things such as:

 • Identifying peak time and usage of areas such as 
  canteens and communal spaces, allowing you to 
  separate and restrict areas if required.

 • Monitoring when bathrooms and toilets are used, 
  alerting cleaning staff and allowing them to clean as 
  and when required, which is far more effective and 
  efficient than interval based cleaning.

 • Monitoring occupancy of meeting rooms and other  
  shared spaces such as those around coffee 
  machines, allowing you to alert cleaning staff after 
  10 uses, for example.

MONITORING FUEL POVERTY
SPS is a cost efficient way to monitor fuel poverty. 
During these unprecedented times of job loss, hardship 
and unknown circumstances, SPS can be easily deployed 
to monitor how tenants and stakeholders are using fuel 
within their properties, as well as how that consumption 
directly relates to their environmental conditions
and wellbeing.

CCTV & THERMAL IMAGING

DOOR OPEN / CLOSED MONITORING
Similar to the above PIR sensing - door open / closed 
sensors can be used to detect occupancy, usage and 
peak times in order for you to build a picture of how 
your environment is being used and how best to 
mitigate potential areas of risk arising from COVID-19.

SAFETY IS NO ACCIDENT
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For more information contact us:

  Anthony Gatta

 07793 747919
 0203 888 0044
 anthony@smartplantsystems.com

 www.smartplantsystems.com
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Where do we go from here?

HOW WE WORK TOGETHER

Yew Trees, Crowell Hill,  Chinnor, OX39 4BT

SMART PLANT SYSTEMS

If we’re agreed that SPS is a good fit for your building then we will 
invite you to proceed with the project.1

STEP

Full building enhancement and visibility for your property

Once the above is complete we’ll provide a full proposal outlining 
sensors, placement, installation plan, cost structure etc.3

STEP

You’re ready for install and to start saving money!4
STEP

SPS will issue a £249 invoice. This payment comes off the price of 
your SPS box and allows us to:

Set up an account and user space on the SPS portal and 
infrastructure

Supply all literature, including sample Building Report(s)

Site survey of your choice - this can be an onsite survey or 
survey from drawings

Assembly and delivery of a bespoke Business Case 
document tailored to your environment

Installation and Energy Saving / ROI plan

Baseline set point creation (pre-installion service)

2
STEP

a

b

c

d

e

f


